BE3OITACHOCTDb B CETU UHTEPHET

C KaXIbIM I'0JIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTLCS OOJIBIIE, a ITKOJIbHUKH
OJTHY W3 CAMBIX aKTUBHBIX IT0JIb30BaTejIck PyHera. Mex iy TeM, TOMAMO OTPOMHOTO
KOJIMYECTBA BO3MOYKHOCTEH, HHTEPHET HECeT M MpoOJIeMbl. JTa MaMsATKa JIOJDKHA
IIOMOYb TeO€e 0€30IMacHO HAaXOAUTLCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMnploTepHblii BUPYC - 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX IPOrpaMM,
OTIMYUTEIHHON 0COOEHHOCTHIO KOTOPO SBISETCS CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYCHl MOTYT MOBPEAUTH WINA MOJHOCTHIO YHHUYTOXHUTh
BCe (pailyibl U TaHHBIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHU KOTOPOro ObLIa
3almylnieHa 3apa)K€HHas Mporpamma, a TakKe MOBPEAMTh WM JaXe YHHUTOXHUTh
ONEpPallMOHHYI0 CHCTEMY CO BceMHM (paillaMu B 11es10M. B OONBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[BI 3al0UThI OT BPpCAOHOCHBIX ITPOrpaMM:

1. Vcnonb3yii COBpeMEHHBIE ONEPALIMOHHBIE CUCTEMbI, HMEIOLIUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;

2. IloctossHHO ~ ycTaHaBiWBail mauTd (UUQpOBBIE 3amIaTKHA, KOTOPHIE
ABTOMATHYECKM YCTAHABJIMBAIOTCA C LIEJIbI0 JOPAaOOTKH MPOTrpaMMbl) U JIpYyrue
OOHOBJIEHUS CBOEH OlNepaliMOHHON crucTeMbl. CKaunBail MX TOIBKO € O()ULIUATIEHOTO
caiita pazpadbotunka OC. Eciu cyiecTByeT pe:KuM aBTOMaTHYECKOr0 OOHOBJICHUS,
BKJIFOYH €T0;

3. Paboraii Ha cBoeM KOMIBIOTEpPE MO TpaBaMHU  TOJIH30BATEIS,
a HE aJMUHHUCTpATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpaMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. cnions3yil  aHTHBHPYCHBIE  TPOTPAaMMHBIE  MPOIYKTHI ~ M3BECTHBIX
MPOU3BOMUTEIIEH, C aBTOMATUYECKUM OOHOBIIEHUEM 0a3;

5. Orpannub (pU3MYECKUN JOCTYI K KOMIIBIOTEPY ISl MIOCTOPOHHUX JIULL;

6. Vcnonb3yii BHEITHUE HOCUTENHN HH(OPMAINK, TaKKE KakK (prienika, TUCK Win
(aiin U3 uHTEpHETAa, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBail KOMMBIOTEpHBbIE (DAIIBI, MOJYyYEHHBIE W3 HEHAJIECKHBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpble NMpUciail TBOM 3HAKOMBbIH. Jlyuie yrounu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.



Cern WI-FI

Wi-Fi - 310 He BHJ nepenayn AaHHBIX, HE TEXHOJOTHS, a BCETO JIUIIb OpEH]I,
mapka. Eme B 1991 romy HuaepiaHackas KOMIIAHUS 3apeTUCTpHpoOBaja OpeH[
"WECA", uro o6o3nauano crnoBocouetanue "Wireless Fidelity", xkoTopsrii
NEepPEBOAUTCS Kak "OecnpoBOAHAS TOYHOCTD .

Jlo Harmiero BpeMeHH JoluIa Apyras abOpeBuatypa, KOTopasl SBISETCS TaKOM
Ke TexHojorued. Jto abbpeBmarypa "Wi-Fi". Takoe Ha3Banme OBUIO JTaHO
C HAMEKOM Ha CTaHJapT BbICIIeH 3ByKoBoii TexHuku Hi-Fi, uTo B mepeBose o3HauaeT
"BBICOKAst TOYHOCTB'.

Jla, OecriaTHBIM WHTEPHET-IOCTYI B Kade, OTENsIX W a’ponopTax SBISETCS
OTJIMYHOM BO3MOXKHOCTBIO BBIXO/a B UHTEPHET. HO MHOTHE SKCTIEPTHI CYUTAIOT, YUTO
obmenoctynubie Wi-Fi cetn He sIBIISIIOTCS 0€301MacHBIMH.

CogeTbl 110 0€30MacCHOCTH Pa0OTHI B O0IIEIOCTYMHBIX ceTsx Wi-fi:

1. He nmepenaBaii cBoro JuuHyr0 HHOpMaIMio yepes odmieaoctymnubie Wi-Fi
cetu. Pabotas B HHX, >X€JaTeJbHO HE BBOAUTH MAPOJU JOCTYIA, JIOTHUHBI
U KaKHETO HOMEPA,

2. Vcnonb3yii U OOHOBJISIH aHTUBUPYCHBIE MpOrpaMMmbl U Opanamayep. Tem
caMbIM Thl 00€30MacHIllb ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkmtoun Gpynkumro "O6mmii qoctymn K daitnam
u npuntepam". JlanHas (QyHKIMS 3aKphITa O YMOJYaHHUIO, OJHAKO HEKOTOpPbIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI00CTBA UCIIOJIb30BaHMs B paboTe uin y4yeoe;

4. He wucnonb3yit nyomuunbii WI-FI nns nmepemaunm AMYHBIX  JTaHHBIX,
HaIpuMep, U1 BBIXOJ1a B COLUUAJIBHBIE CETH WIH B DJIEKTPOHHYIO MTOYTY;

5. Ucnonb3yit Tonbko 3amnuiienHoe coequnenue uepe3 HTTPS, a ue HTTP,
T.€. Mpu Habope Beb-aapeca BBoaM uMeHHO "https://"; 6. B moOuisHOM Tenedone

orkimoun ¢yukuio "lTloakmtouenne k Wi-Fi aBromatuuecku". He momyckait

aBTOMATHUYECKOTO TOJIKJIFOUEeHHs yCTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CouunajbHble CeTH

ConmanibHble CeTH aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIFOJU PabOTaIOT
U JKMBYT TaM IIOCTOSIHHO, B 4acTHOCTH, ayauTopus Facebook (mpunamiexut
komrianuu Meta Platforms Inc., mpu3HaHHON 3KCTPEMUCTCKON OpraHU3aIuei, Ybs
JIEATENbHOCTh 3ampenieHa Ha tepputopun PO pemenuem Teepckoro cyaa T.



Mocksel ot 21.03.2022) pocturiia OJHOTO MUJUIMApAa IOJb30BaTeNe, dYTO
SIBJISICTCSL OJJHOM CE€AbMOM BCEX JKWUTeleM IulaHeTbl. MHorme mnoJib30BaTelu
HE MMOHUMAIOT, 9YTO MHPOPMAIHS, pa3MEIEHHAs UMH B COITMAIBHBIX CETAX, MOKET
OBITH HaliJICHA U KCTIOJh30BaHA KEM YTOJTHO, B TOM YHCJI€ HE 00S3aTEIIBHO C OJIaruMu
HaMEPECHUSIMU.

OcHoBHEBIE COBETHI 10 0€30IaCHOCTH B COIIMAJIbHBIX CCTAX:

1. Orpanunus crucok apy3ei. Y 1e0s B Ipy3baX HE JTOJHKHO OBITh CIy4YalHBIX
Y HE3HAKOMBIX JIIOJIEH;

2. 3amuiiai CBOIO YacTHYIO *KU3Hb. He ykaspIBaii maposu, TenedoHsl, aapeca,
JaTy TBOETO POKICHUS U APYTYIO JIMYHYIO HHPOPMAIIHIO. 3JI0yMBIIIIICHHUKA MOTYT
UCITIOJIB30BaTh Jlake MH(POPMALIMIO O TOM, KaK Thl U TBOM POJUTENU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3. 3amuinai cBOIO pemyTaluio - AepKHU €€ B YUCTOTE U 3a7aBail cebe Bompoc:
XO0Ted OBl Thl, YTOOBI APYTHE MOJIB30BATENN BUIEIH, YTO ThI 3arpyxaeus? [logymaii,
MPEXJIe YEM UYTO-TO OMyOJIMKOBATH, HAIIUCATD U 3arPy3UTh;

4. Ecnu Thl TOBOPHUILB C JIFOJbMHU, KOTOPBIX HE 3HACIllb, HE MCIOJIb3YH CBOE
peanbHOE UMS U JIPYTYI0 JUYHYIO MH(OpMALUU: UMs, MECTO >KUTEIbCTBA, MECTO
y4eObl U poYee;

5. U30eraii pa3memenust Qororpaduii B MHTEepHEeTEe, TIe Thl H300paykeH
Ha MECTHOCTH, [0 KOTOPOIl MOXHO ONPEIETUTh TBOE MECTOTIOI0KEHUE;

6. Ilpu perucrpanuu B cOMaIbHON CETH HEOOXOIUMO HCTIOIH30BATh CIOKHBIE
IapOJIH, COCTOSIIINE U3 OYKB M IU(P U C KOJUYECTBOM 3HAKOB HE MEHEE §;

7. Jlns colManbHOM CeTH, MOYTHI M JPYTUX CAUTOB HEOOXOIUMO MCIOJIb30BaTh
paszHble maposu. Torna eciau Te0s B37I0OMAIOT, TO 37I0YMBILIEHHUKH IIOIy4YaT JOCTYII
TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

DJIeKTPOHHbIE IEHbI'H

DONEeKTpOHHBIC JEHBIHM - 3TO OYEHb YAOOHBINM CHOCOO TUIATEeKEW, OJIHAKO
CYIIECTBYIOT MOLIEHHUKH, KOTOPBIE XOTST NOJIYYUTh ITU JCHBIU.

3J’ICI(Tp0HHI)Ie ACHBI'M ITOABHJIINCH COBCEM HCAABHO WM HMMCHHO HM3-3a 3TOI'O
BO MHOTHX IroCcyaapCTBax 10 CHUX IIOP HEC MMPOIMMCAaHO ITPO HHUX B 3aKOHAX.

B Poccun xe oHM (YHKIIMOHHUPYIOT M O HHMX YK€ NMPOMHCAHO B 3aKOHE, TJe
UX Pa3AesIIOT Ha HECKOJIBKO BUOB - aHOHUMHBIE U HE aHOHMMHBIE. PazHuna B ToM,



YTO AaHOHHMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOAMTH OIepanuu 0e3
UACHTH()UKAIIMK TI0JIb30BATEIIs, B HECAHOHUMHBIX UACHTH(HKALIMS M0JIb30BaTEIs
SBJISIETCS 0043aTEIBHOM.

Taxxke cremyer pa3iauyarh dSJEKTPOHHBIE (UATHBIE JIEHbIUW (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) W JJIEKTPOHHbIE He(HaTHbIE JEeHbIU (HE paBHBI
roCyJapCTBEHHBIM BAJIFOTaM).

OcHoBHBIE COBETHI 0 0€e30NacHO padoTe ¢ JIEKTPOHHBIMH IeHbIAMU:

1. [IpuBsxku K cueTy MOOMIBbHBIN TeneoH. DTO caMblil YOOHBIH 1 OBICTPHIi
croco® BOCCTAHOBHUTH NOCTYN K cueTy. [IpuBsizaHHBIN TenedoH MOMOXKET, €ciu
3a0yJenib CBOM IUIATEXKHBIM Mapoib WIM 3aiiielllb Ha CalT C HE3HAKOMOIO
YCTPOMCTBA;

2. Ucnonb3yii omgHOpazoBble maposm. [lociae mepexoga Ha YCHICHHYIO
aBTOpHU3aLMI0 TeOe yke He OyAeT yrpokaTb OMACHOCTbh KpPakXH WJIM IepexBara
MJIATEXKHOTO MAPOJIS;

3. BeiGepu cnoxubiii mapons. [IpectymHukam OymeT HE MPOCTO yrajaaTh
CJIO>KHBIN ITapob. HanexHble maposu - 3T0 naposin, KOTOPbIE COAEPKAT HE MEHEe
8 3HAKOB U BKJIIOYAIOT B C€0sl CTPOUHBIE U MTPOINKCHBIE OYKBBI, HU(DPBI U HECKOJIBKO
CUMBOJIOB, TaKM€ Kak 3HaK J0Julapa, (yHTa, BOCKIMLIATEIbHBIA 3HAK U T.II
Hanpuwmep, $tROng!;; 4. He BBoau cBOM JHMYHBIC JaHHBIE Ha caiiTax, KOTOPHIM
HE JI0BEPSICILb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAsI MOYTa - 3TO TEXHOJOTHS W TMPEIOCTABISEMBIE €I YCIYyrH
T10 TIEPECHIIKE M MOJYYCHHUIO JIEKTPOHHBIX COOOIICHHM, KOTOPBIE paCcTIPEICIISTIOTCS
B KOMIbIOTepHOW ceTH. OOBIYHO SJCKTPOHHBIM IOYTOBBIM SIIUK BBITJISIUAT
CIICAYIOIIMM 00pa3oM: UMs_TOJIh30BaTEII(@UMS_JIOMEHa. Takke KpoMme mepeadn
MPOCTOT0 TEKCTa, UMEETCS BO3MOXKHOCTh TIepeiaBaTh (hauibl.

OCHOBHBIE COBETHI 10 O€30IMaCHOM padOTe C AIEKTPOHHOMN MOYTOM:

1. Hano BbIOpaTh mpaBUIBHBIN TOYTOBBIM cepBHC. B uHTepHETE ecTh
OTPOMHBIN BBIOOP OECTUIATHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIYUIIIEe IOBEPSThH TEM,
KOT'0O 3HA€Ilb, U KTO IEPBBIA B PEUTHUHTE;

2. He yka3bpIBail B JINYHOU MouTe JUYHYIO0 HHPopMauuio. Hanpumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unu "pok2013" BmecTo "Temal3";



3. Ucnonb3yit AByX3TanHyIO aBTOPU3ALMIO. ITO KOTJa TIOMUMO TapoJisi HY>KHO
BBOJUTH KOJ, MPUChUIa€MbIi 10 SMS;

4. BoiOepu clokHbIN maposib. i KaKI0TO MOYTOBOTO SAIIMKA JOJIKEH ObITh
CBOM HAJICKHBII, YCTOMYHUBBIN K B3JIOMY NapOJIb;

5. Ecin ecTh BO3MOKHOCTH HAaIlMCATh CaMOMY CBOM JIUYHBIN BOIIPOC,
HCHOHBBYﬁ 9Ty BO3MOKHOCTD,

6. Mcrionp3yii HECKOJBKO IIOYTOBBIX SIIUKOB. [lepBbIii s  yacTHOMU
MEPEeNUCKU C aJpecaTamMu, KOTOPbIM Thl JOBEpSCIIb. IJTO SJICKTPOHHBIA aapec
HE HaJI0 UCIIOJIH30BaTh MPH perucTpanuu Ha GopyMax U caiTax;

7. He otkpeiBaii aiiiel U Ipyrue BIOKEHUS B MUChMax, JaKe €CIU OHU
IOPUILUIA OT TBOUX Jpy3eil. Jlydie yToYyHM y HUX, OTHPABIISUIM JIM OHU TeOe 3TU
(baisl;

8. Ilociie oxoH4yaHWs PabOTBI Ha ITOYTOBOM CEPBUCE IEpPea 3aKPBITHEM
BKJIQJIKU C CAUTOM He 3a0y/1b HakaTh Ha "BeiATH".

Kun0epOynimHr wiim BUPTyaabHOE U3/1€BATEIbCTBO

KI/I6€p6YJIJII/IHF - [IPpCCIACIOBAHNC COO6IHCHHHMI/I, CoACpKallluMHU OCKOp6JICHI/I51,
arpeCCHur0, 3allyruBaHucC; XYJIUTIaHCTBO,; COIUAJIBHOC 60ﬁKOTHp0BaHH€ C IIOMOIIBIO
Pa3JIMYHBIX HHTCPHCT-CCPBHUCOB.

OcHoBHBIE COBETHI IO 00pbOE ¢ KMOEPOYIUTMHIOM:

1. He Opocaiicsa B 6o0ii. Jlyummii cnoco0: mocoBeTOBaThCA Kak ceOsl BeCTU
U, €CJIM HET TOTO, K KOMY MOXKHO OOpaTHThCS, TO BHaYaje yCOKOUThCS. Ecim Th
HaYyHEllb OTBEYaTh OCKOPOJEHUSMU Ha OCKOPOJIEHHUs, TO TOJBKO elie OoJblilie
pa30AOKeIIb KOH(IIHKT;

2. YrpaBisii cBoei kubeppenyTaimei;

3. AHOHUMHOCTH B ceT MHUMas. CyIIEeCTBYIOT CLIOCOOBI BBISICHUTD, KTO CTOUT
3a AaHOHUMHBIM aKKayHTOM;

4. He crouT BecTHM XyJIUTaHCKUWA 00pa3 BUPTyalbHOU XU3HU. WHTEpHET
(dbuKcUpyeT Bce TBOM JIEUCTBHS U COXpaHSeT UX. YJalIUTh UX Oyner KpaiiHe
3aTPYIHUTEIIBHO;

5. CoOmrofail cBOIO BUPTYaIbHYIO YECTh CMOJIOY;



6. Urnopupyit enuHuuHbli HeratuB. OpHOpa3oBble OCKOPOUTENBHBIE
COOOIICHHMS JTyUIllle UTHOPUPOBaTh. OOBIYHO arpeccusi MPEeKpaIacTcss Ha HaYaJIbHON
CTaJuu;

/. ban arpeccopa. B mporpamMmmax oOMeHa MTHOBEHHBIMH COOOIIECHUSIMH,
B COLMANBHBIX CETSX €CTh BO3MOXKHOCTh OJIOKMPOBKHM OTHIPABKUA COOOIIECHUN
C OIPEIEIICHHBIX a/IPECOB;

8. Eciu 1bI cBuaerens kubepOyiuura. TBou AeMCTBUS: BBICTYIUThH MPOTHUB
npecieaoBaTensl, IMOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HETaTHUBHO,
MOJJIePKaTh KEPTBY, KOTOPOW HYKHA IICHXOJOTUYECKAsl IMOMOIIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOwibHbId Tes1edoH

CoBpemeHnHbIe cMapT(HOHBI U MJIAHIIETHI COAEPKAT B ceOe BIOJIHE B3POCIbII
GyHKIIMOHAN, U TENepb OHU MOTYT KOHKYpPHPOBATh CO CTallMOHAPHBIMU
KoMITboTepamMu. OJTHAKO, CPEJCTB 3aIUTHI ISl TOJOOHBIX YCTPOMCTB MOKa OYECHb
Maso. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX IMTPOUCXOJIUT HE TAK MHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcsi 1 MOOMJIBHBIX TPUIIOKEHUH.

CoBpeMeHHbIE MOOMITbHBIE Opay3ephl YKe MPAKTUUECKH JIOTHAIA HACTOJIbHbBIC
aHaJIOTH, OJHAKO pacliupeHre (yHKIMOHANa BjeYeT 3a CcOoOOW OOJBIIYIO
CJIO’KHOCTh U MEHBIIYIO 3AIIHUIIEHHOCTD.

I[EUIGKO HC BCC IIPOMU3BOJHTCIIM BbIITYCKAIOT O6HOBJIGHI/I$I, 3aKPbIBAIOIINUC
KPUTHUYCCKHC YA3BUMOCTHU JJII CBOHUX YCTPOﬁCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

Huuero He siBisieTcs mo-HacTosieMy OecriaTHbIM. Byas ocTopokeH, Beib,
Korja Tede mpeayiaraloT 0eCIIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKue-
TO TUTATHBIE YCITYTH;

Hywmaii, mpexie uem oTnpaBuTh SMS, poto unu Bugeo. Tol TOUHO 3HACIIID, TIE
OHM OyayT B KOHEYHOM UTOTE?

Heo0xoaumMo 0OHOBIIATH ONEPALIMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsl MOOMJIBHBIX TEIE(POHOB;

He 3arpyxaii TpHIOKE€HUS OT HEH3BECTHOTO WCTOYHUKA, BEJAb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE ITPOrPaMMHOE 00CCIICUeHUE;



[Tocrme TOro Kak ThI BBIWICIIb C CaifTa, T BBOAWJ JUYHYIO WHGPOPMAIIHIO,
3aiiu B HACTPOIKK Opay3epa U yaaiu cookies;

HGpI/IOIII/I‘{eCKI/I HpOBepﬂﬁ, KaKuC INIaATHBIC YCIYI'H AKTUBUPOBAHBI HAa TBOCM
HOMCPC,

JlaBaii cBOi1 HOMep MOOMIIBHOTO Tesne(OHa TOJIBKO JHOASIM, KOTOPBIX Thl 3HAEUIb
Y KOMY JOBEpsICIlb;

Bluetooth nomkeH OBITH BBIKIIOYEH, KOTJAa ThHl MM HE IOJb3yCHIhCs.
He 3a0bIBait nHOT 1A MPOBEPATH 3TO.

Online urpsi

COBpeMeHHBIC OHJ'I&IZH-HI‘pBI - OTO KPpaCO4YHBIC, 3aXBATbIBAIOIIHUC PA3BJICUCHUA,
06T>€I[HHHIOHII/I€ COTHH TBICAY YCJIOBCK I10 BCCMY MHUDPY. I/IFpOKI/I HCCICAYIOT IIaHHBIﬁ
UM MUD, O6HlaI-OTC}I APYT C APYT'OM, BBIIIOJIHAIOT 3adaHWA, CPAKAOTCA C MOHCTPpaMHU
H I10JIYy4aroT OIIBIT. 3a YAOBOJIbCTBUC OHHU ILIATAT: IMOKYIIAKOT AMCK, OILIAYHMBAIOT
a0OHEMCHT WJIH HpI/IO6p€TaIOT KaKHC-TO OIIIHUH.

Bce 3tH cpenctBa uayT Ha NMOAAEPKAHUE U PA3BUTUE UTPHI, a TAKXKE HA CaMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbI aBTOPHU3AlIMU, BBIMYCKAIOTCS HOBBIC
naT4yu (Hu@poBbIe 3aMIaTKU ISl POTPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B 1mogo0HBIX UTpax CTOUT OIacaThCs HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO
Kpa)kH{ TBOETO IMapoJsi, HA KOTOPOM OCHOBaHA CUCTEMa aBTOPH3AlMK OOJBITUHCTBA
Urp.

OCHOBHBIE COBETHI 110 0€30ITACHOCTH TBOETO HNI'pOBOI'0 aKKayHTa:

1. Ecnu ppyroii wurpok Bemer ceOs IUIOXO WM co3laer Tebe
HEMPUATHOCTH, 3a0JIOKHPYH €ro B CITUCKE UTPOKOB;

2. Tloxainyiicss aAMMHHUCTpPATOpaM WIPbl HA IUIOXO€ IMOBEACHHUE STOTO
WTPOKA, KENATENBHO MPUIIOKUTh KaKHE-TO JOKA3aTEIbCTBA B BUJIE CKPUHOB;

3. He yka3biBaii 1uuHyto nuHQOpMaIKIO B podaiiie urpsi;
4. VYBaxail Apyrux y4acTHUKOB IO UTPE;
5. He ycranaBnuBaii HeopUIMaTbHBIC TATYA U MO/IBI,

6. Vcnounb3yii C0KHbBIE U pa3HbIE MApPOJIN;



7. Jlaxxe BO BpeMs WIpbl HE CTOMT OTKJIIOYaTh aHTUBUpYC. [loka Tbl
UIpACIb, TBOI KOMIIBIOTEP MOTYT 3apa3HTh.

@OUIIHHT WA Kpaika JINYHbIX JaHHbIX

OOBIYHOM Kpakel JCHET W JOKYMEHTOB CETOJHS YK€ HUKOTO HE yIHWBHIIIb,
HO C Pa3BUTHEM HWHTEPHET-TEXHOJOTHM 3JIOYMBINUICHHUKH TEPEMECTUIIUCH
B UHTEPHET, U MPOOJKAIOT 3aHUMAThCs "TI0OOUMBIM" J1ETIOM.

Tak mosiBUIacCh HOBasl yrpo3a: HHTEPHET-MOUICHHWYECTBA WM (DUIIMHT,
rJaBHas 1€k KOTOPOTO COCTOUT B MOJNYyYEHHHM KOH(MUIACHIMANBHBIX JaHHBIX
M0JIb30BAaTENEH - IOTMHOB U mapoiieil. Ha anrnuiickom si3pike phishing untaercs kak
¢ummnr (ot fishing - peibHas 0B, password - Tapob).

OcHOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:

1. Crequ 3a cBOMM aKKayHTOM. ECITH ThI TI0103peBacIilb, YTO TBOS aHKETa ObLiia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHMPOBAaTH €€ M COOOIIUTH aJIMHUHHUCTpPATOpaM
pecypca 00 3TOM KaK MOKHO CKOpee;

2. Ucnionp3yii Ge3omacHble BeO-CalThl, B TOM YHCJIE, MHTCPHET-Mara3uHOB
1 TIOUCKOBBIX CHCTEM;

3. Ucnonb3yil ClIOKHBIE W pa3Hble Mapoyid. Takum oOpazoM, eciau TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJY4aT JOCTYI TOJBKO K OJHOMY TBOEMY
npod U0 B CETH, a HE KO BCEM;

4. Ecnu TeOsi B3mOMad, TO HEOOXOIUMO TMPEAyNpPEeauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBIEHBI Y TEOS B JIPY3bsAX, O TOM, YTO TeOS B3JIOMaU
M, BO3MOXXHO, OT TBOETO WMEHH OyJeT pacChUlaThCcsd CIaM M CCBUIKU
Ha (DUIIIMHTOBBIC CAUTHI;

5. YcranoBu HajaexHbId napoib (PIN) Ha MOOMIIBHBIN TeNne(OH;

6. OTkJIFOYM cCoOXpaHEHHE MapoJis B Opaysepe;

7. He oTkpeiBaii ¢aiiiabpl U JIpyrue BIOKEHUS B MUCHbMAaX, JaXXe €CIIU OHH
IPUILTA OT TBOUX Jpy3eil. JIydiie yTouyHU y HUX, OTHPABISUIN JIU OHU TeOe 3TU
(banbI.

Iu¢pposast penyrauus

[{udposas pemyTarus - 3TO HETaTUBHAS WJI MMO3UTUBHAS MH(DOpPMAITUS B CETU
o Tebe. Komnpomerupyromas nHpopmaiusi, pasMelnieHHas B UHTEPHETE, MOXKET



CEpbE3HBIM 00pa3oM OTpa3uThCid Ha TBOeW peanbHOU >ku3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOpBIM (hopmupyercs u3 uHbopmauu o tede
B UHTEPHETE.

TBo€ MecTo KHUTCJIBCTBA, y‘le6I>I, TBOC (I)I/IHaHCOBoe ITIOJIOKCHHUC, 0COOEHHOCTH
XapaKTCpa U paCcCKa3hbl O OJM3KHUX - BCE 9TO HAKAIJIMBACTCS B CETH.

MHorHe MOIPOCTKH JIETKOMBICTIEHHO OTHOCSTCS K IyOJHMKAIUU JIUYHOU
uHopmarmu B MHTepHeTe, HE MOHMMAas BO3MOXHBIX TOCIeACTBUi. Thl maxe
HE CMOXKEIIb JIOTAIaThCst O TOM, 4TO (oTorpadus, pasMeIleHHas 5 IeT Ha3al, cTaja
NPUYUHON OTKAa3a MPUHATH TeOs Ha paboTy.

KomMmenTapuu, pasmenienue TBoux (ororpadguil u apyrue AEUCTBUS MOTYT
HE MCUYE3HYTh JJaXKe MOCIJIE TOT0, KaK Thl UX YJAJINIIb. Thl HE 3HA€IIb, KTO COXPAHUI
3Ty UH(}OpPMAIUIO, MOMAJIA JIU OHA B MMOMCKOBBIE CHCTEMbI M COXPAHMUJIACH JIM OHA,
a TJIABHOE: YTO MOJAYyMAlOT O TeOE OKpYXkaIoLIUe JIF0IU, KOTOPbIe HAAYT U YBUAST
s10. Haiitn uHpOpManKoo MHOTO JIET CIYCTs CMOXET JIF0OOM - Kak M3 JOOpBIX
o0y I€HH, TaK U C HAMEPEHUEM IPUUYHUHUTD BPEJl. DTO MOXKET OBITh KTO YI'OJIHO.

OcCHOBHBIE COBETHI 110 3aIIUTE UPPOBOH peITyTaIUU:

1. Tlogymaii, mpexzae 4em 4To-TO IyOJIMKOBAaTh U NepeaaBaTh y ce0s B OJore
WIH B COLIMAJILHOM CETH;

2. B mactpoiikax mpodwisi yCTaHOBH OTPAaHWYCHHS Ha TPOCMOTP TBOETO
npoduIsi ¥ €ro COJAECPAKUMOro, cliesiail ero TOAbKO "1 Apy3eit”;

3. He pa3smemaii u He yka3bpiBail WH(OpMAIHMIO, KOTOpas MOET KOTO-IH00
OCKOPOJISITh WJIH OOMXKATh.

ABTOpPCKOE IPaBo

CoBpeMEHHbIE NIKOJBPHUKA - AaKTUBHBIC TIOJIB30BATEHM  IUGPOBOTO
npoctpancTBa. OJHAKO JaJekO HE BCE 3HAIOT, YTO IMOJb30BAHWE MHOTUMU
BO3MO>XXHOCTSIMU udpoBoro MHpa TpeOyeT coOmtoIeHus npaB
Ha UHTEJUICKTYaJIbHYI0 COOCTBEHHOCTb.

TepMun "uHTeNIeKTyadbHasi COOCTBEHHOCTH'"' OTHOCHUTCA K pa3jIMYHbIM
TBOPEHHUSM YEJIOBEUYECKOr0 yYMa, HayuMHas C HOBBIX H300pETEHUl U 3HAKOB,
0003HAYAIOIIUX COOCTBEHHOCTh HAa MPOAYKTHI U YCIyTd, U 3aKaHYMBas KHUTaMH,
dboTorpadusiMu, KHHODUIEMaMH U My3bIKAJIbHBIMU TTPOU3BEICHUSMU.



ABTOpCKHE TpaBa - O5TO MpaBa HA HWHTEJUIEKTYaJIbHYI0O COOCTBEHHOCTD
Ha MPOU3BEJICHUS HAyKH, JUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MPABA BBICTYIAOT
B KayecTBE TapaHTUH TOT0, YTO HHTEJUICKTYaJbHBIN/TBOPUYECKUN TPyJ aBTOpa
He OyAeT HampacHbIM, JacT €My CIpaBeIJIUBBIE BO3MOXHOCTH 3apaboTaTh
Ha pe3ysbTaTaXx CBOETO TPYJa, MOJYYUTh U3BECTHOCTHh M mMpu3HaHue. Hukto 6e3
paspenieHuss aBTOpa HE  MOXET BOCIHPOM3BOAUTH €ro  MPOU3BEICHHUE,
pacmpocTpaHsiTh, MyOJIUYHO JEMOHCTPHUPOBATh, MPOJAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAT, MYOJIMYHO HCIONHATH, TMOKA3bIBATH/UCHIOIHATh B 3pUPE WIH
pa3memath B IHTEpHETE.

Hcnonbs3oBaHue "MUpaTcKoro' mporpaMMHOr0 00€CEeUeHUsI MOKET MPUBECTH
K MHOTMM PUCKaM: OT [TOTEPHU JaHHBIX K TBOUM aKKayHTaM J0 OJOKMPOBKHU TBOETO
yCTpOMCTBa, TJIe yCTaHOBJIEHA HesleraibHas mporpaMMa. He cTouT Taxoke 3a0bIBaTh,
YTO CYLIECTBYIOT JIETAIbHbIE U O€CIUIaTHbIE MPOTPAMMBbI, KOTOPbIE MOXKHO HaWTH
B CETHU.

O nopraJe

CereBru4oK.p( - TBOH I'JIaBHBIM COBETYHK B CETU. 3/1€Ch Thl MOXKEIIb y3HATh
0 0€30MacCHOCTH B CETU MOHATHBIM M JOCTYIHBIM S3bIKOM, a IIPU BO3HUKHOBEHHUU
KPUTUYECKOM CHUTyallMM OOpAaTUTHCS 3a COBETOM. A TakXe MNPUHATH Yy4acTHe
B KOHKYpCax M CTaTh caMbIM HU(POBBIM I'PakTaHUHOM !



